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Companies in today’s Internet age are 
constantly seeking greater exposure for 
their products and services online. Their 
success is directly tied to their presence on 
the Web. But that success is jeopardized 
by “cyberpiracy.” Consider the following 
scenario.

Over a period of years, your company has 
developed and nurtured its crown jewel, 
the popular BRAND X, through exten-
sive advertising and marketing. You have 
also obtained a federal registration for the 
trademark BRAND X. But your twelve-
year-old, in surfing the web, finds hardcore 
pornography at e-brandX.com. Your sales 
manager also discovers sales of a coun-
terfeit to BRAND X at buy-brandX.com. 
And, your marketing director receives 
an e-mail offering own-brandX.com and 
go-brandX.com for sale at $10,000 each. 
How do you protect against occurrence of 
“cyberpiracy” or react to it if it occurs? 

To minimize cyberpiracy, you could 
purchase as many domain names as pos-
sible that could be used to trade on, or 
denigrate, your BRAND X. It is unlikely 
you can purchase enough domain names 
to ensure you own every domain name 
variation in spelling and symbol of your 
trademark for every generic top level 
domain, gTLD (.com, .net, .org, .info, .biz, 
etc.). While it may help to purchase a block 
of such domain names, including names 
such as brandXsucks.com, this could incur 
significant up-front costs. If you have pur-
chased the major versions of your mark on 
the most popular gTLDs and some of the 
more likely misspellings of those versions, 
you can do little else in terms of preven-
tion. Unfortunately, cyberpirates are clever 
and persistent and find ways to exploit 
your goodwill as your brand becomes 
more popular.  

Fortunately, Congress passed the 
Anticybersquatting Consumer Protection 
Act (“ACPA”) as a tool to combat cyber-
piracy (added as Section 43(a) to the 

Lanham Act; 15 U.S.C. § 1125(d)). The 
ACPA provides remedies for trademark 
owners against the bad-faith registra-
tion of a mark as part of a domain name 
where the person registers, traffics in, or 
uses a domain name that is (1) identical 
or confusingly similar to a mark that is 
distinctive at the time the domain name 
is registered; (2) identical, confusingly 
similar to, or dilutive of a mark that is 
famous at the time the domain name is 
registered. The “confusingly similar to” 
language refers to trademark infringement. 
The “dilutive” language refers to dilution 
of a famous mark, which can occur either 
by blurring the distinctiveness of a mark 
or tarnishing the mark. While infringe-
ment and dilution actions remain avail-
able, the ACPA strengthens protection in 
those cases in which there is no confusing 
similarity for purposes of an infringe-
ment action and in which the plaintiff ’s 
mark is not sufficiently well-known to be 
considered famous for purposes of a dilu-
tion by blurring or tarnishment action. A 
successful plaintiff in an ACPA claim may 
obtain an injunction as well as damages 
and profits subject to the usual Lanham 
Act qualification relation to damages. 
The plaintiff also may elect to receive an 
award of statutory damages from $1,000 to 
$100,000 per domain name “as the court 
considers just.”  

To determine who owns a domain name, 
e.g., a registrant, that you suspect is 
cybersquatting your mark, search one or 
more WHOIS websites, which should tell 
you both the registrar and registrant of 
the mark. Sometimes the registrant is kept 
confidential, but you should be able to 
contact the registrar to ascertain an iden-
tity. If you have an identity and address 
of the registrant, you may want to engage 
counsel to carefully draft a cease-and-
desist letter to request the registrant to stop 
using the domain name and transfer the 
domain name to your company, sometimes 
for a reasonable fee. If you are still unable 
to identify or locate the registrant—the 

cybersquatting defendant—you can pursue 
a remedy in an in rem proceeding, by filing 
a lawsuit against the domain name itself 
in a district in which the registrar resides. 
The remedy is limited to a court order 
forfeiting or canceling the domain name or 
transferring it to the plaintiff. 

Before you can take action, analyze the 
merits of your case and the likelihood that 
you can prove the registrant had bad-faith 
intent to profit from the mark. The ACPA 
lays out a number of factors, both that 
indicate good-faith intent and that indicate 
bad-faith intent. Study those factors and 
seek the advice of a qualified attorney 
to assess the merits of your claim. An 
example of good-faith intent includes the 
defendant’s prior use of the domain name 
in connection with a bona fide offering 
of any goods or services. In contrast, an 
example of bad-faith intent includes an 
offer to transfer, sell, or assign the domain 
name to you (or a third party) for financial 
gain without having used, or having an 
intent to use, the domain name in the bona 
fide offering of any goods and services.

If you want a simple, quick, and less-
expensive route, consider using the 
Uniform Domain-Name Dispute-
Resolution Policy (UDRP) (available at 
www.icann.org/dndr/udrp/ policy.htm). 
A UDRP panel may decide to cancel or 
transfer a domain name—or to take no 
action—with regards to a claim of bad-
faith registration of a mark as part of a 
domain name.

In conclusion, to react to cybersquat-
ting, work with counsel to identify the 
cyberpirate and decide whether to seek a 
settlement and/or file a lawsuit or UDRP 
proceeding. If you are unable to identify 
the offending party, consider an in rem 
action to force the party to forfeit or cancel 
the squatting domain name. Also discuss 
with counsel ways in which your company 
can monitor the Internet for cyberpiracy.
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