
B Ninth Circuit heightens DMCA notice
requirement and clarifies CDA immunity

Perfect 10, Inc. v CCBill LLC, et al., #81 F.3d 751 (9th
Cir.), 29 March 2007

The Digital Millennium Copyright Act (‘DMCA’) offers
several ‘safe harbours’ that allow internet service provi-
ders to limit liability for postings that allegedly consti-
tute copyright infringements. As a threshold to relying
on one of these safe harbours, the internet service pro-
vider must reasonably implement a policy for removing
content posted by repeat copyright infringers.

Legal context
In this case, the copyright holder alleged that the internet
service providers could not rely on the safe harbours

because they failed to block postings by repeat infringers
after receiving notice of the alleged infringements. The
Ninth Circuit held that the copyright holder’s notices
were insufficient to trigger the service providers’ obli-
gations under their repeat infringer policies. The notices
were not sufficiently specific and were not provided with
a declaration under penalty of perjury. On a separate
issue, the court held that the IP limitation to Com-
munications Decency Act (‘CDA’) immunity applies
only to federal IP claims and that the immunity there-
fore extended to all state claims asserted against the
defendants.
Perfect 10 sued the defendants for, among other things,

federal copyright infringement and state claims based on
right of publicity, unfair competition, false advertising,
and wrongful use of trade marks. The district court
granted the defendants’ motions for summary judgment
on the copyright infringement claim, based on the Digital
Millennium Copyright Act (DMCA) safe harbours. The
district court also granted summary judgment on the
state unfair competition and false advertising claims,
based on application of CDA immunity, but denied
summary judgment on the state right of publicity and
wrongful use of trade mark claims, which the court con-
sidered to fall within the IP exception to CDA immunity.

Facts
Perfect 10 publishes an adult entertainment website and
magazine and owns the copyrights in images of models
displayed on its website and in its magazine. In these pro-
ceedings, Perfect 10 complained that the defendants pro-
vided services to websites that posted images stolen from
Perfect 10’s website. One of the defendants provided
webhosting and related internet services, and the other
defendant facilitated subscription and membership pay-
ments for various e-commerce sites.

Analysis

DMCA notices of copyright infringement. In order to
rely on the DMCA safe harbours, under 17 USC
§§512(a) (d) an internet service provider must have
‘adopted and reasonably implemented . . . a policy that
provides for the termination in appropriate circumstances
of subscribers and account holders . . . who are repeat
infringers’: 17 USC §512(i)(1)(A). Perfect 10 argued that
summary judgment was inappropriate because there were
fact issues relating to defendants’ reasonable implemen
tation of their repeat infringer policies. Perfect 10 empha
sized that defendants tolerated flagrant copyright
infringement by their users despite notices of infringement
from Perfect 10 and third parties, and despite supposed
red flags showing infringement.

The Ninth Circuit held that Perfect 10’s notices were
insufficient. Perfect 10 claimed that it met the notice
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requirements by giving defendants a 22,000-page docu-
ment production that included pictures of models and
domain name addresses, showing where the pictures were
displayed, and a spreadsheet identifying the Perfect 10
models shown in the 22,000-page production. The Ninth
Circuit observed that a notification must do more that
identify infringing files. The notice must declare, under
penalty of perjury, that the complainant is authorized to
represent the copyright holder and that he has a good-
faith belief that the use is infringing. The court stated that
it will not require a service provider to start potentially
invasive proceedings if the complainant, like Perfect 10,
has failed to provide such a declaration. Perfect 10 also
failed to provide a sufficiently specific notification for
each claimed infringement. The court noted that it would
have taken the defendants substantial time to review
Perfect 10’s 22,000-page production and related spread-
sheet in order to piece together the relevant information
for each claimed infringement. The Ninth Circuit con-
cluded that the DMCA notification procedures place the
burden of identifying the potentially infringing material
and adequately documenting infringement ‘squarely on
the owners of the copyright’. The court refused to shift a
substantial burden from the copyright owner to the
service provider.
The district court had declined to consider the suffi-

ciency of notices that defendants received from those who
were not parties to the lawsuit. The Ninth Circuit held
that such third party notices were potentially relevant,
and it directed the district court to consider their suffi-
ciency on remand.
Perfect 10 identified several ‘red flags’ that it contended

put defendants on notice of infringement. The Ninth
Circuit held that the district court should have considered
one of such red flags, the notices that defendants received
from third parties. However, the court held that the other
purported red flags did not impute knowledge of infringe-
ment to defendants. These included clients’ use of website
addresses such as ‘stolencelebritypics.com’ and ‘illegal.net’,
disclaimers that copyrights in images remained with the
creators of those images, and providing password-hacking
tools.

CDA immunity
The CDA immunizes interactive computer services from
being treated as the publisher of any information provided
by another information content provider, and expressly
pre-empts any state law to the contrary: 47 USC
§§230(c)(1), (e)(3). This immunity must be construed in a
manner that would not limit or expand any law pertaining
to IP: 47 USC §230(e)(2). The Ninth Circuit noted that
the CDA does not define IP, creating a question whether
the IP limitation on immunity applies to state law claims
that some courts have held to involve IP. In this case, the
district court had concluded that state claims for right of
publicity and wrongful use of trademarks were IP claims
and that defendants therefore could not rely on CDA
immunity to avoid them. The Ninth Circuit observed that
such claims might be interpreted differently from state to
state, creating the possibility of inconsistent application of
the federal CDA immunity. For this reason, the Ninth
Circuit held that only federal IP claims are excepted from
the CDA immunity and concluded that defendants were
immune from the state claims for right of publicity viola-
tions and wrongful use of a trade mark. In denying a sub-
sequent petition for rehearing, the court confirmed that
the CDA immunity applies to any state IP claim, including
state trade mark claims.

Practical significance
The Perfect 10 decision underlines the fact that a copy-
right plaintiff challenging a defendant’s reliance on its
DMCA repeat infringer policy must provide specific
and detailed notices of infringement under penalty of
perjury. The court also clarified and expanded CDA
immunity by holding that it extends to all state law
claims, even to those claims that might be considered
to involve IP.
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